Enterprise Wireless Security




Agenda

» Corporate Governance and Regulatory

= Wireless Threads and Attack tools

= Enterprise-class WLAN secure network architecture




Security & Compliance

= Business and security compliance is top-of-mind
for executives

= Protecting sensitive business and customer data is
the key focus of regulatory compliance requirements

Sarbanes-

Oxley

For Patient Information, Firms Must:
* Maintain administrative, technical and physical safeguards to ensure
integrity and confidentiality
* Protect against threats or hazards; unauthorized uses or disclosures




Wireless Threat Control & Containment —
Layer 1-7 Protection

Yirzed lriirusion Aravaailon Colklgoriiior)
L 3.7 Inappropriate Client Activity
aYers Malware Detection/Mitigation

Wireless intrusion Prevention

Layers 1-2 Rogue Detection/Containment
Wireless Hacking/Intrusion Detection
RE Spectrum Analysis
Layer 1 Non=-602-11 Devices

RETAINSpace Protection




Wireless Security Threats
Top Attacks

On-Wire Attacks Over-the-Air Attacks

Ad-hoc Wireless Bridge Evil Twin/Honeypot AP

HACKER HACXER’S E ACKER
£ S e | & A

Cllent to-client backdoor access Connection to malicious AP | | Seeking network vulnerabilities

Rogue Access Points Denial of Service Cracking Tools
-~ HACKER HACKER
[ 000000

Hé t% l CENLoF & — @&

Backdoor network access Service disruption Sniffing and eavesdropping

Non-802.11 Attacks

Q Backdoor access ._ 3 & @‘ @

BLUETOOTH AP Service disruption \\ ~coWAVE  BLUETOOTH  RF-JAMMERS  RADAR




Over-the-Air Attack Techniques and Tools
Examples of Attacks Detected

Network Profiling and Reconnaissance

=Honeypot AP =Kismet =Excessive device error

=sNetstumbler =\Wellenreiter sExcessive multicast/broadcast

Authentication and Encryption Cracking

=Dictionary attacks "ASLEAP =Airckrack u|llegal frame types
sAirSnarf "EAP-based attacks =Airsnort =Excessive association retries
*Hotspotter *CoWPALtty =PSPF violation =Excessive auth retries
*WEPCrack *Chop-Chop =\WEP Attack =L EAPCracker

Man-in-the-Middle

*MAC/IP Spoofing =Evil Twin AP =Fake DHCP server
=Fake AP *ARP Request Replay Attack »Pre-standard APs (a,b,g,n)

Denial of Service

*Malformed 802.11 frames *EAPOL attacks *Microwave interference
sFATA-Jack, AirJack *Probe-response »Bluetooth interference
*Fragmentation attacks »Resource management *Radar interference
=Excessive authentication *RF Jamming =Other non-802.11 interference
»De-auth attacks *Michael =Device error-rate exceeded
=Association attacks =Queensland sInterfering APs
»CTS attacks =Virtual carrier =Co-channel interference
*RTS attacks =Big NAV =\VoWLAN-based attacks
sExcessive device bandwidth =sPower-save attacks =EXxcessive roaming




VPN only network security?

= Allowing the hacker to get onto your
open Wi-Fi network and probe your
network and Wi-Fi clients for
weaknesses !!!

= Prone to many MiM attacks !!!
—Rogue DHCP
— ARP poisoning Opened WA
— Broadcast Storm '
— Exploit VPN
— Gateway DoS Attacks

Authentication -~ A
Encrypted link



Was WPA/WPAZ2 really cracked?

= WPA-PSK (pre-shared key)

— Vulnerable to [Dislienerny AliEec when using simple words
(Happy, Infinitive ...)

— PSK will make it
Impractical to crack with dictionary attacks. E.g.
(3tAy_4WaY_1a)



Enterprise WLAN Security Index

Top Security Issues | View All | Devices

MFP Client Protection set to Optional for
WLAN. (8)

Client Exclusion disabled for WLAN. (6)

No WLAN Key Management methods set(Only
settable when Authentication Method is
WPA+WPA2). (4)

SSH enabled and timeout set to zero for a
Controller. (2)

WEP 104 bits as one of WLAN Encryption
Methods(802.1X or WEP Authentication
Method). (2)

AP Threats/Attacks

AP Threats/Attacks
Fake AP Attack

Attacks Detected
wIPS Denial of Service
Attacks
Deauth flood
EAPOL flood
Bcast deauth
wIPS Security
Penetration Attacks
No Attacks Detected
Last
Custom Signature Events Hour
No Attacks Detected




Enterprise-class
WLAN Secure
Network
Architecture




RF Spectrum Analyzing (L1)

( Cognio Spectrum Expert

File » View v Spectrum v Tools ¥ Help v B" O]

Tue Sep 25 10:34:06

: Active Devices 2 x

= Generic - Fixed-Frequency [1]
= Channel Group 1 @ 5230.27 MHz [1]
Device 1

= Wi-Fi APs (In-Network) [7]
(00:14:16:58:1C:70) (Ch 11)
(00:14:1B:5C: 10:30) (Ch 36)
(00:14:1B:62:34:1D) (Ch 52)
(00:15:C7:82:41:40) (Ch 11)
(00:15:C7:82:41:41) (Ch 11)
(00:15:C7:82:A2:4E) (Ch 161)

: Control Panel 2 x
=/ Frequency | Center Freq/Span |
Band 5.15-5.35 GHzBand [
Center 5.250 GHz
Span 200.00 MHz
= Color Scale
Maximum 17 %
Minirmum 0%
- Trace1 @on (OOff
Type Duty Cycle

Show Devic®on (O Off

For Help, press F1

/ y Spectrum (2)
/

=1 Spectrum
l AQ 2.4 GHz Spec An 2.4 GHz

{ - Devices [

Channel
Summary

I’ ;O Device Finder

Real Time FFT

Center:5.250 GHz
Vertical Scale: 10 dBm /
[ITrace 1: Max
[ Trace 3: Off

-20 dBm

-70 dBm

Span: 200.00 MHz
RBW: 156.25 kHz
I Trace 2 Off

n?ax

FFT Duty Cycle
Center:5.250 GHz

Vertical Scale:10% /

[ Trace 1: Max-5 Sweeps

[ Trace 3: Off

Span: 200.00 MHz
RBW:156.25 kHz
I Trace 2: Off

Swept Spectrogram
Center:5.250 GHz
Sweep Time:2 secs
[ Trace 1: Max

Span: 200.00 MHz
RBW:156.25 kHz

Start: 5.150 GHz

Swept Spectrogram
Center:5.250 GHz
Sweep Time:2 secs
[ Trace 1: Duty Cycle

Span: 200.00 MHz
RBW:156.25 kHz

- 5150 GHz

3

Stop: 5.

350 GH3

Monitored: 2,40-2.50, 5.15-5.35, 5.72-5.85 Live Internal Antenna

UpTime: 21 Mins  Wi-Fi




Enterprise WiFi Services

]
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CERTIFIED®

WLAN Controller
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! Distribution Sw ;
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— . Portal Services = :

: . Radius
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= = Access Sw . Content Filtering
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wIPS Components (L1-L2)

Over-the-Air Detection

wIPS AP anagement

Complex Attack Analysis;
Forensics; Events

—
N
=

Monitoring;
Reporting

= wIPS Monitor Mode AP — attack
detection

= Controller — manages wiPS APs,
forwards wlPS data to wiPS

= wIPS Service — attack archival,
correlation and alarm aggregation

= WNMS - centralized configuration
and monitoring



WIPS — AP Detection Logic

1. Authenticated
2. Associated

00:1F:3B:1A:A2:01

# 3. Passing Data
1. Authentication?
3. Passing Data
2. Association?
802.11 State Machine

00:1F:3B:1A:A2:01 — AP
00:1F:3B:7C:A2:13 — Client

oy

Device Database Spoofed
_ I MAC

Attack Librai’y

L
A 4

wiPS AP

|

JEE

00:1F:3B:7C:A2:13

00:1F:3B:7C:A2:13




WIPS Services Engine

Attack Database

System-wide Device Database

A
A )
I I

Forensics Anomaly
Database Detection Engine




Forensics

Alarm > Events > WIPS AP '1240-mon’

- U f bl General

Ser configurable per _inix
attack Fle Edt Vew Go Coptre Analyze Statistcs Help |
No. - Time Source Destination Protocol | Info ;l

3416 3.060999 Inte1Eor_89:ef:§8 IEEE 8 Clear-to-send

- = 417 3.063000 C15c0_ab:74:70

| Captu red the f| rSt t” ne 3418 3.064000 Cisco_a6:f4:70 (RA IEEE 8 Clear-to-send

3419 3.065999 00:1c:b1:8b:db:51 Broadcast IEEE 8 Beacon frame,:

. 3420 3.068000 Cisco_a8:d2:10 Broadcast IEEE 8 Beacon frame,:

the attaCk IS detected 3421 3.071000 Cisco_a8:d3:20 Broadcast IEEE 8 Beacon frame,:

3422 3.072999 00:1d:46:7e:c7:91 Broadcast IEEE 8 Beacon frame,:

3423 3.072999 IntelCor_89:ef:38 IEEE 8 Clear-to-send

3424 3.072999 IntelCor_89:ef:38 IEEE 8 Acknowledgemer
3425 3.076000 Cisco_a8:d2:18 Broadcast IEEE 8 Beacon frame,‘:'

= A .cap capture of T | o)
# Frame 3417 (10 bytes on wire, 10 bytes captured)

packets o TeeE s02.11

Data Rate: 11.0 Mb/s
Channel: 6

—Opened by Wireshark, Signal strength: 71%

Type/Subtype: Clear-to-send (28)

(:)rT]r]iF)EBEBP(, Eat(:_ # Frame Control: 0x00C4 (Normal)

puration: 44
Receiver address: Cisco_a6:f4:70 (00:17:df:a6:f4:70)

= Stored on the WIPS st et oo mine e

—Can be requested by Controller MA

wNMS on-demand WIPS AP MAC , :
Forensic File |_Forensic 001D4523D5A0 5.capl

|P: 4075D: 4075 M: 0




Deploy overlay wiPS AP
/ W ~ =Environments such as
| ® | @ | warehouses and
\ //—\\j/,f—\\\/’ manufacturing.
| 7 | =Deploy 1wIPS AP
1B 3% W every XX,000 sqft.
\
/\

Open Indoor Environment
Confidence Level | Deployment Density WA (e FAD = {=loa o] g1 Cl o FA DI (o))

Gold 30,000 sqft Exhaustive Comprehensive
Silver 40,000 sqft Comprehensive Adequate
Bronze 50,000 sqft Adequate Sparse




User Group Access Policy Enforcement
Firewall Integration on a WLAN Sample Scenario

= To separate users ACL's may suffice, but legal or policy reasons
may require a firewall

= Different firewall policies are required for different classes of
users sharing the same WLAN infrastructure W
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Enterprise-class Wireless Link Layer (L2)
Security (per SSID)

General | Security | QoS | Advanced |

Layer 2 | Layer 3 | AAA Servers |

WPA+WPA2 Parameters

™

WPA Enabled ’
TkiP ™ Enabled . /l

AES [ Enabled | p
T4 .
WPA2 Enabled . < S
W S
AES 8 Enabled P . <h
Encryption : & A |

TKIP [} Enabled | ocy, ® S
g % .
7 % 3.‘,
AuthenticationKeyManagement D 4‘93,,:"8 ey
:"5':::.;:' -
DOTlx g ) » < 'ff'_.fj-_:,..:._.:\ .
Enabled nable’802:1x’Auth™ N\ .

CCKM E :?i‘.;;;:;'.:::.-_, )

Enabled
PeK 8 " Disable Pre-share Key
Enabled

[l




Protect the Network:

Rogue Detection and Containment
ROGUES and AD-HOCs: Detected via intelligent on & off channel scanning

= Integrated 24/7 RF monitoring to identify, locate and contain unauthorized wireless activity

= Proactive threat defense to ensure regulatory compliance

v'On-channel attack detected 802.11a Channel 153

v Off channel rogue detected
v'AP contains rogue client

v Off channel ad hoc net detected

v'AP contains ad hg§2¢tg Channel 1
Ad Hoc client

S
A1a annel 153 *»

G
Locatlon-enableoi Rogue client 802.11g Ghannel 1

Ad Hoe client

802.11g Channel 6 802.11g Channel 6  802.11a Channel 152
Valid client Attacker Valid client




Enterprise Integrated Security (L1-L7)

Landing Webpage (per location)
Logi t .
o Policy Content

@4———» Control | | Filtering

0 Server Policy
User / Location ™.,

Policy
v Profile
. Access Wireless | -
Clients F-— : -
| Points Controllers Attack Sig; |_SCE FW H Internet Rtr
L — —— detection

Spectrum R
Analyzer | Shu fin wIPS / IPS

control

I Radlus Iv

‘
I NMS and Reporting




Threat Control &

Containment

Unified Wired and Wireless IDS/IPS

Authorized user’s laptop
infected with worm or virus

Solution

IDS/IPS sensor monitors traffic
with application inspection and
control (Layer 7) to identify and
triggers shun event

The network blocks the MAC
address of compromised
wireless client

Integration of wired and wireless
security

Enterprise | J/
Intranet ‘

Wired IDS

Application
Inspection/Control



Containment
Wireless Traffic Inspection and
Application Control

Application abuse can
consume precious bandwidth

Unauthorized or malicious
traffic can traverse legal ports

Solution

Inspect traffic with Firewall

Validate type and protocol
compliance of traffic traversing
the network

Enterprise
Intranet

”

I

Block unauthorized application EEm s
traffic such as peer-to-peer Firewall

Control user commands on
applications like IM and FTP




Network Security Management

Incident capture and correlation: creates a map of all network traffic and
mitigates incidents

Attack Diagram

= Vector Analysis —
—Analyze incidents to determine valid threats 9 -
4 ¢ [ = B 'g
*Path analysis ‘;
*Vulnerability analysis for suspected hosts 3 B,
. : B
*Vulnerability scanner correlation -
HotSpot Graph
= Correlation Full Topo Gr3
—Profile network traffic (NetFlow) and detect a B3
anomalies N/
—Correlate events into sessions P SN a

—Apply correlation rules to sessions to identify
incidents



Summary — Complete Enterprise-class
Secure WLAN Network Architecture

Secont ServiesGrient VPN Client ==l Endpoint Protection

* Host intrusion prevention
« Endpoint malware mitigation
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Guest Anchor

£ :
;ontro"er Traffic and Access Control
NAC p% e
Manager « Device posture assessment
* Dynamic, role-based network access
and managed connectivity

* WLAN threat mitigation with IPS/IDS

__ Wired | Public

Trusted

WLAN Security Fundamentals

 Strong user authentication
« Strong transport encryption
* RF Monitoring
» Secure Guest Access
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